Foreword
This study was conducted for U.S. Army Corps of Engineers (USACE) under Project 4A162784AT45, "Energy and Energy Conservation;" Work Unit UL-X59, "Intelligent Automated Plant Systems." The technical monitor was Tim Gordon, CEMP-ET. 
Background
The possibility that some computer systems may not correctly recognize dates after 31 December 1999 (the much publicized "Y2K" computer phenomenon) may cause significant problems for embedded systems at U.S. Army installations. Installations and vendors have been working to correct this problem in software systems for several years. However, while much work has been done to prevent failure of information systems, the effort to find and correct this problem in control systems using embedded chips did not start as early. Consequently, control systems may fail, reducing the reliability of installation heating and cooling plants.
Objectives
The objectives of this study were to:
• help identify embedded chip equipment and common manufacturers of control equipment that may fail around the year 2000 • supply internet links and contact points for equipment manufacturers • provide the status of Y2K compliance for common equipment.
Approach
Research was conducted on heating and cooling equipment systems that may have date-time functions. Information was collected from public postings on the Internet, interviews with installation personnel, interviews with equipment manufacturers, and heating system operators.
Mode of Technology Transfer
The results of this research will forwarded to the Corps of Engineers Installation Support Center, Alexandria, VA (CEISC), the Assistant Chief of Staff for Installation Management (ACS[IM]), the General Services Administration (GSA), and installation personnel identified in this study, to help installation maintenance personnel locate the needed tools to prepare utility systems for the Y2K date register rollover.
Explanation of Year 2000 Problem
Until the mid-1990's, it was common practice to use only the last two digits of a year to represent a date. For example, the computer recognizes the current year (1999) as "99" when performing any date-based function. This representation of the year causes no problems as long as the dates all occur in the 20 th Century.
However, when the calendar turns over to the year 2000, the computer will view the year's two-digit as the number "00" -a number with a value less than the number "99."
The turnover to the year 2000 was not considered when many existing systems were designed simply because the systems were not expected to last this long. However, many Y2K-noncompliant hardware and software systems are still in use and may experience major malfunctions as 1999 changes to the year 2000. The Y2K Problem will affect energy systems in two ways:
• Data arranged by date will no longer be arranged in the correct sequential order. For example, dates identified with the year "01" will be ambiguous. Almost as important … is that, in many cases, algorithms used to calculate whether a year is a leap year are wrong, and produce the result that Year 2000 is not a leap year, although in fact it is. Other errors result in Year 1900 being treated as a leap year, when in fact it is not; and some systems omit any provision for leap years. In consequence their calendar calculations are wrong.
Heating and Cooling System Automation Definition of Embedded Systems
Most modern heating and cooling systems employ embedded technology to control and operate the system. The Institution of Electrical Engineers (IEE) [http://www.iee.org.uk/2000risk/] defines embedded systems as: "devices used to control, monitor or assist the operation of equipment, machinery or plant. 'Embedded' reflects the fact that they are an integral part of the system." In most systems, the controller may be so integral to a system or piece of equipment that its presence is not obvious to the casual observer. Even technicians familiar with embedded technology might need to study the equipment in operation for some time before being able to determine that an embedded control system is involved in its functioning. On the other hand, a computer used to control the overall operation of a plant obviously employs embedded chips.
An embedded system must contain a computer or microprocessor. However, many of these processors are very simple systems as compared to personal computers.
Embedded Technology in Heating and Cooling System Automation
The term "automation" implies a system with embedded controls. These controls may range in size and complexity from thermostats and gauges to main controlling computers. However, all embedded control do not necessarily operate on a date-time function. This means that some automated systems, such a heating or cooling system, will not fall victim to the Y2K problem. Therefore, it must be determined if the controllers in a system operate on a date-time function and if the controllers will be affected by the year 2000. These steps are outlined in Chapter 5, "Automated System Compliance Procedure."
Effects of Date-Time Function NonCompliance
The possible effects of date-time function non-compliance in energy systems range from what would be considered a "non-event," to a potential system shutdown, to a (very unlikely) catastrophic failure. Probable consequences of the Y2K turnover are:
• Tests have shown that programmable thermostats will incur malfunctions.
According to Systems Modelling Ltd.
[http://www.iol.ie/sysmod/ sysmod.htm], of three different models, two stopped working when the year 2000 rolled over. The other model recorded the date as 1900. It is also likely that once a programmable thermostat shuts down, it will not start-up again.
• Valves are often remotely controlled with microchips, which are subject to the Y2K Problem. If a chip were to fail, the valve would either close completely, open completely, or remain locked in the failed position. Regardless, the valve failure could cause the entire system to shut down or to lose control.
• The control console will need to be checked for date-time compliance in a manner similar to checking a PC. A system's main controls may react similarly to the thermostat. The controls may stop working at the Y2K turnover, may not restart, or may record an incorrect date. If the console records an incorrect date, the other controllers in the loop may have difficulties with the date discrepancy. This could result in a system lockup or shutdown.
While the various scenarios for an energy system are not likely to produce catastrophic failures, loss of heating capabilities in the winter will be inconvenient. Also, note that local utilities may not guarantee to provide reliable power, gas, or water for a number of days surrounding the Y2K turnover. The Appendix to this report contains a table to track the local utilities' Y2K Readiness progress.
Automated System Compliance Procedure
Six standard steps are used to ascertain a system's Y2K Readiness:
1. Awareness. The year 2000 will cause problems in some embedded systems. Energy systems are embedded systems with known Y2K failures. It is necessary to continue with the compliance procedure. A team of Y2K trained specialists, consisting of engineers, technicians, and programmers, should be assembled to carry out the rest of the Y2K Compliance Procedure.
Inventory.
A complete list should be compiled of every device, piece of equipment, software, and hardware used by the energy system -in short, anything using electricity or operating on a battery. This list should include the product description, its location, its manufacturer, and its supplier. • Never run tests on operational systems: Sometimes this advice is impractical and testing on real systems cannot be avoided. Nevertheless testing on operational systems should be carried out only where there is absolutely no alternative. Furthermore, tests on operational systems should be performed only when the controlled systems are "down," i.e., when they are non-operational.
• Keep the testing separate from the operational system. This applies to hardware, software, and data.
• Back up all data and software before beginning testing.
• Ensure that the operational system can be restarted. Do not do anything that might make the next restart different from the usual restart.
• Test core elements (the hardware/software platform) before testing application software.
• Be aware of the possibility of corruption of data arising from system software.
• Ensure that the computing platform on which tests are run is identical to the operational system.
• Ensure that all test cases are covered.
• Ensure that all software modules are called when the program suite is tested.
• Keep the test system and re-test at intervals that reflect operational cycles.
• Ensure that the testing process does not result in licenses for software becoming erroneously time-expired or invalidated because of copying.
Process Analysis.
For the devices that fail, a remedial plan must be devised.
This could involve replacing the microprocessor altogether or simply changing the programming code. This may involve contacting third party system integrators. The planned changes should be tested before implementation.
Implementation.
After a remedial plan is implemented, the system should be tested again. In situations where the energy system (along with other infrastructure systems) is controlled by a network, it may be advisable to run a "system of systems" test. The purpose of contingency planning is to avoid or reduce the effects of unexpected, unpredicted or unpredictable failure(s), by ensuring that there is a plan of action(s) which will be followed should a failure occur.
It is likely that in the first instance the emphasis will be on dealing with the consequences rather than with the causal failures. Contingency planning will also be concerned with the effects of failures which are beyond the control of the company affected, i.e., failures on the part of suppliers or, possibly, customers.
Also, note that, even though some suppliers have made a good faith effort toward compliance, they will not promise product reliability due to legal issues. Therefore a contingency plan must be in place.
A good contingency plan will also take the local utilities' Y2K readiness into consideration. Although utilities report they will be taking extra precautions to place their equipment in its most reliable condition, no utility has promised that there will not be interruptions. It is unreasonable for a utility to make such a promise, even if they have checked all of their systems, as they may have to interrupt service due to the failure of a component not under their control. Installations should consider having an alternate power source on hand to sustain core functions. Rental generators are a cost-effective option for short term needs. However, it is imperative that the units be reserved very soon as research has shown that all available units will soon be taken. An installation has two main options: to rent larger units from a national company, or to find local rental companies that can help to piece together units. One such national rental company is Aggreko [http://www.aggreko.com], which has established a national Y2K program to facilitate Y2K Contingency Planners. Industrial supply phone books and Internet resources can help identify rental generators. One good nationwide resource for installations wishing to rent from local companies is the American Rental Association website [http://www.ararental.org]. From this Web site, all nearby ARA members can be found and the search can even be narrowed to those that list generators in their inventory. If emergency generators are to be used, the installation must conduct a sustained load test for several days. Many times, backup systems pass short-run maintenance tests, but cannot operate continually due to fouled cooling systems.
Note that every phase of the Compliance Procedure should be carefully documented. This is especially true of the testing, remediation, and implementation steps, which often work in a circular manner. Documentation saves time and provides a guide when it is necessary to start again. The documentation process can be a tedious task, nearly as monumental as the Compliance Procedure itself.
While the cost of running and implementing a Y2K Compliance Procedure may seem burdensome, it is better to invest in Y2K Readiness than to risk the consequences of inaction. Also realize that date change problems will not all occur on 31 December 1999. Many programs with forecasting features may produce erroneous data months before the crossover date. Additionally, as the Year 2000 approaches, demand for necessary resources and experts are likely to rise dramatically. It will likely become difficult or impossible to schedule needed services as the critical date approaches. 
Conclusion
This study has located information to help address the much publicized Y2K computer problem as it relates to embedded systems in heating and cooling plants at U.S. Army installations. Information has been found to:
1. Help U.S. Army installation maintenance personnel identify embedded chip equipment and common manufacturers of control equipment that may fail around the year 2000 (Chapter 5).
2. Supply Internet links and contact points for equipment manufacturers (Chapter 6).
3. Identify the status of Y2K compliance for common equipment (Chapter 7). 
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